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FARA 
Exemptions?

Legal representation of a 
disclosed foreign principal before 
any court or law or agency of the 
United States government. 

Tip: You can ask for an advisory 
opinion. But, don’t hold your 
breath. 





CFE Code of 
Professional 

Conduct



CFE Code of 
Professional 

Conduct 



Driver's Privacy Protection 
Act of 1994



NCISS FIX



NCISS  RESOLUTION, Now Rule. 

• Rule 2.04 Locate of Individuals. A member shall, prior to 
providing a person any personally identifying or location 
information of an individual, conduct appropriate due diligence 
to ensure that the person has a legitimate business or legal 
interest in obtaining that information. When such due diligence 
is not possible or appropriate, or if the person appears to not 
have a legal or business interest, the person shall be informed 
that their contact information will be provided to the subject 
they are seeking and the personal identifying information of the 
subject they are seeking will only be provided to the person if 
that party consents.



Press Test

•Criminal

•Civil

•Professional Ethics Codes 

•Tribunal

•N. Y. Times

V What Do You Get?



Your New Ethical / 
Legal Obligations



Big Money, Big Problems. 



GDPR Quick Brief



What Information? 
Personally Identifiable Information.

• PII – Almost any information relating to an identified or 
identifiable individual name, address, email address, phone 
number, financial information, images and video, unique 
identifiers, IP addresses and geolocation, health data, 
genetic information or biometric information, 
race/ethnicity, sex life or sexual orientation, religious or 
political beliefs, trade union membership, criminal 
convictions and offenses.



How do you 
do an 

investigation 
under GDPR?

• Exemptions (“Derogations”) for specific situations (e.g., explicit 
consent, and a lot of others):

• See Recital 45 – Legal Obligations – You can rely on this lawful basis if you need to 
process the personal data to comply with a common law or statutory obligation.

• See Recital 52 - A derogation should also allow the processing of such personal 
data where necessary for the establishment, exercise or defence of legal claims, 
whether in court proceedings or in an administrative or out-of-court procedure.

• Compelling legitimate interests of controller (i.e., limited number; not 
override data subjects interests/rights). Probably OK, if current 
litigation, or suspected litigation, or suspected fraud, etc.  

• See Recital 47. Legitimate Interest - “The processing of personal data strictly 
necessary for the purposes of preventing fraud also constitutes a legitimate 
interest of the data controller concerned.”

https://gdpr.eu/

https://gdpr.eu/


Data Leaving the EU • GDPR creates a “wall” around 
the perimeter of Europe for 
EU citizen data to stay in EU. 
Generally, what happens in 
Europe, stays in Europe. 

• When data leaves the EU, it 
has to do so by a limited door. 
Such as US Privacy Shield. 

• In essence the Privacy Shield 
was a way for transfer of data 
that allegedly had the same 
protections as GDPR for EU 
citizens. 

• US Privacy Shield was the 
method for transatlantic 
movement of data. 



Federal Privacy Bill

• CCPA – Mimics GDPR but, on 
a limited scale. 

• NY, TX, VA – Currently state 
proposals on state, CCPA 
like, privacy bills.

• VA has passed its bill! 



Federal 
Privacy Act 
Components

Social Media – Use, Access, Policing. 

Privacy – Individual Rights.  

Specific Add On – Think DPPA, Think 
GPS Tracking, Think DNA, Think 
Genetic Material Regulations, etc…



Virginia Consumer Data Protection Act

• Passed with favorable positions:

• Only applies if processing 100k “consumers” or 20k 
consumer with 50% income from that processing.

• FCRA and HIPPA regulations OK. 

• No private cause of action.

• Chapter allows a processor or controller ability to 
“investigate, establish, exercise, prepare for or defend 
legal claims.”



2 Big Issues that are Close to Decided. 

#1 – Private 
Right of 
Action

#2 –
Preemption of 

State Acts



State Data 
Privacy Bills

• Alabama

• Arizona

• Connecticut

• Florida

• Kentucky

• Minnesota

• New York

• Oklahoma

• Texas

• Utah

• Washington
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